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1. INTRODUCTION

The Security and Database module is solely meant for the administrative purposes of
both the system users and database maintenance. The processes for securing the
programme which covers the security or access to confidential data are discussed
below. The school SMT and SGB will not want unauthorised persons accessing the
information on this particular computer.

2. GETTING STARTED

Click on the Security and Database Function button to start.

TEST SECONDARY SCHOOL
2009 Login: administrator

[ S T R

SA-SAMS : School Administration and Management System

MAIN MENU
General 5chool Information ‘ Financial Azsistant |
Human Resource Information ‘ Curriculum Related Data |
Learner and Parent Information ‘ Timetabling Assistant ‘

Physical Resources ‘

Governance Information Library Module ‘

Standard Letters and Forms ‘ Security an abase Functions |

Export Data ‘ Lurits Approval Module |

SA-SAMS : Department of Education - South Africa Abaut |
L]

Figure 1: SA-SAMS Main menu
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3. THE STRUCTURE OF SECURITY AND DATABASE
FUNCTION

e Click on Security and Database Functions (please see figure 1 above) button
on the Main Menu;
e The Select Option screen opens; and

e Two options are available.
S5elect Option

i Maintain System Users

D atabaze Functionz |

Done |

Figure 2: Security & Database Select Function

3.1 Maintain system user

e Click on the Maintain System Users button (Figure 2);

e The Maintain Users window will open by launching the window on figure 3
below; and this menu can be used to Add, Edit Save, Delete and
modify/update both the username/password and their user right.
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Uszer Selected

Click on a Uszer to view their cument rights

Current System Users

Adrministrator
Lanie

5

=

v Expand Rights List

I:TEurriculurr Finance THesaurceﬂ/ LutitsT Librany

Uszer Rights

[ General School Information
O HR Infarmation
[ HR Diata Files
[ HR Development and Training Data
[ HR Leave Records
[ HR Attition Records
[ HR Statistics
[ Leamer Information
[ Learner Data Files
[ Learmer Statistical Data
[ Leamer Attendance D ata
[ =ar End Promotians
[ Leamer tuchives
[ Delete Function
[ Govemance Infarmation
[ Govemnance Data Files
[ Gavemance Statistical Data
[ Govemnance Printouts
[ Sexual Harassment Data
[ Security
[ Database Functions
O Mational Annual Sureey
[ Mational nnual Survey Data
[ Mational Annual Survey Expart
[ Timetable Assistant
[ #pplications Forms

Add Mew Uzer
Edit Uzer/Paszward
Save User Rights

Delete Uzer

[Done

Figure 3: Maintain Users and Rights Window

SA-SAMS system;

The Administrator is the only user that has unlimited control over the whole

By clicking either of the added user names under the “Current System Users”

as shown on Figure 3 above it will enlist all the rights assigned for that
specific chosen user, off which the ones that have assigned rights checked
turns blue if not they stay black (Please see figure 3 and 4);
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Click on a User to view their cument nights

User Selected ]
| | User Rights

Current System Users [ General Schaal Informatian

[ HR Information Add Mew User
[ HR Data Files

[ HR Development and Training Data

[ HR Leave Records Edit User/Pazzword

[ HR Attrition Records

[ HR Statistics _
O Leamer Infarmation seute Ut (e s
[ Learmer Data Files
[ Learner Statistical Data
[ Leamer Attendance Data
[ vear End Promotions Delete Liser
[ Learner &rchives
[ Delete Function
[0 Gewemance Infarmation
[ Govermance Data Files
[ Govemnance Statistical Data
[ Gavemance Printouts
[ Sexual Harassment Data
O Security
[ Database Functions
[ Mational Annual Survey
[ Mational Arnual Survey Data
[ Mational Annual Survey Expart
[ Timetable Azsistant
[ #pplications Forms
[+ Expand Rights List Dane

Figure 4: Limited Rights User Profile Window

e To register a new user onto SA-SAMS, the administrator would click the “Add
New User” button which launches figure 5 below; and
o For a user to be registered successfully the capturer would type in the
“Unique User Name”, “Password”, and “Confirm Password” text boxes
and click the “Save” to store the newly entered data into the database.
o Post to the user being added successfully, the “User Message” box will
pop confirming the exercise (Please see figure 8) was done
successfully;
o The next step will be to assign user permissions;

User Details

Unique User Name:|

Paszwiord:
Confirm Paszword:

Save | Done
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Figure 5: Create Users Windows

To assign rights onto the newly added user profile, the capturer would
click on the added user’s name (under Current System Users list view
in figure 4) in order to activate and populate the user’s to be assigned
or already assigned permissions;

Permissions Process Model

o
o
U) ..
S Results Dectlﬁgolr:\)érom Show Limited Rights Screen
< EdusolSAMS DB
%
<
n
. . |
Check Assigned Rights Show Full Rights Screen
Q
Q
©
=i
) A
=
c i Launch Limited
] .—Start Login Credentials Launch FulliSelliE Permission
b Window Window
D
n
=
<
%
<
(%))
EndEnd—

Figure 6: Assign User Permission Process Model

O

After the access permissions has been successfully assigned, the new
user can exit the SA-SAMS complete and re-login by following figures
4 and 3 above which in this instance will either launch figure 4 above
or 7 below depending on permissions assigned;
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TEST SECONDARY SCHOOL
2009 Login: ark

! SA-SAMS : School Administration and Management System
MAIN MENU

| Timetabling Aszsiztant |

S.:SAMS : Department of Education - South Africa Abaut | EXIT |

Figure 7: Limited access rights

o Figure 7 above depicts a logged in user with limited permissions, user
“ark” was only allowed to view only the Timetabling Assistant;
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aintain Users

Uszer Selected

— Chck on a Uszer to view thenr current nights

Current Spstem Users

b Adrninistrakor
h mpilom

b supervisor

b user

General T EuniculumT Finance T F!esuurcesT Lurits
User Rights

[ General Schaol Information

| HR Infarmation Add Mew User
- [JHR DataFiles

[OHF Development and Trairing D ata

i o 4 Edit Uzer/Password
Ci—— |

Uszer Details Save Uszer Rights |
Unique Lser Name:m

Pagzsward; | ===

Confirn Pagsword; [

Save I Done

Delete User |

% ‘four new user has been added to the database, Please dlick on the user name and assign rights to this user,

¥ Expand Rights List

[ Timetable Assistant
[ Applications Farms

Done

Figure 8: Saving Newly Added User

e To edit a user name or password click on Edit User/Password button as it’s
depicted on figure 9 Maintain Users window;
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|lzer Selected

Chick on a User to view their current nghts

General | Curiculur| Finance | Resources

Lanie

Current System Uszers

Pleaze enter thiz uzer's paszword

Adminigtratar
Lanie

J [v Ewxpand Rights List

L uritg

Librar

Cancel

_Cancel |

Add Mew Uzer |

| Edit Uzer/Paszword |

TESTING|

Save Uzer Rights |

e
Learner D ata Files
Learner Statistical Data
Learner &ttendance Data
“fear End Promations
Learner Archives
Delete Function
Governance lnformation
Governance Data Files
Governance Statistical Data
Governance Printouts
Sexual Harazsment Data
Security
Databaze Functions
M ational Annual Survey
Mational Annual Survey Data
M ational &nnual Survey Esport
Timetable Assistant
Applications Forms

Delete U ser |

[Done

Figure 9: Edit User permissions

P L, |

e This exercise will prompt the user to re-enter their password in order to
confirm if they have rights to do changes on the SA-SAMS user’s module
(Please see Figure 10);

o Parameters to follow when editing/modifying a user:

Enter a unique user name if necessary;

Enter a new password necessary;

Re-enter a new password to confirm the initial one;
Log off programme completely by exiting and re-login using the

new details; and

Passwords are case sensitive; therefore it would be advisable to

use small letters for both user name and password.

e After the user has successfully modified the user name or user permissions, a
message box will pop up as it can be seen in Figure 10 below;
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alNntaln USers

aintain Users = |~
Click on a User to view their current rights i
User Details -
User Selectsd General | CU | |jioe ser Name: [sasams
|mpilom | User Rights |
Current System Users General Sc Passwerd o
Adminiztator HR Informat| | Confirm Passyword: [ = &dd Mew User e
mpilom HR
zazaMms HPA - ?
HE Save | Done | :IltLlsen"F'asswordl
HR

HF, Statigtics _
Learner Infarmation Gave User Rights

Learner Data Files

S User Message

LB )

N

Lel & Your new password has been saved. ez Usa
D5

Bl 6d

Governance Printouts

Semual Harazzment Data
Security
Database Functions
M ational Annual Survey
M ational Annual Sureey Data
Mational Anrual Survey Export
Timetable Assistant
Applications Forms
¥ Expand Rights List Dane | r

Figure 10: Confirm a successful edit

e If the user wants to delete the added users, he/she will first choose the user
to be deleted then click on the Delete User button;

e Before a user can be deleted from the Current System Users list, there will be
a message asking the user if they really want to delete the selected user!
(Please see figure 11); and
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Click on a User to view their current rights

Uzer Selected General T CurriculumT Finance T HesourcesT Lurits
| | User Rights
Current System Users General School Information
T TR— HR Informatian cld Mew User
£ Administrator ’
& rpilom HR Data Files .
Fj HR Developrient and Training Data
&) Tazams HR Leave Becords Edit User/Passward
HR Adtrition Records
HR Statistics -
Learner Information S Use (Rigie
User Question?
ﬁ Are you sure you want to delete User mpilom? Delete User |
Gaven Yes | Ma
Govermance Statistical Data
Govemnance Printouts
Senual Harazzment Data
[0 Secuity
[0 Databasze Functions
[ Matianal Annual Survey
[ Mational Annual Survey Data
[ Mational Annual Survey Export
Tiretable Assistant
Applications Forms
v Expand Rights List Dane |

Figure 11: Delete User

e To return to the previous window the user will click the Done button.

[ ata Export to Excel

3.2 Database Functions

Export Data fields to MS Excel |

Databaze Management

Compact the D atabasze |

Microzoft Backup and Restare

kicrozoft Backup Ltility |

Figure 12: Security and Database Functions
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To gain access to this function the user will click on the “Database Functions”
button in figure 12 above. After clicking the Database Functions window it will
launch figure 13 shown below.

Database Functions

[ ata Export bo Excel

Export Data fields ko MS Excel |

[ratabaze Management

Compact the D atabaze |

Microzoft Backup and Restore

Mizrazaft Backup ity |

Figure 13: Database Functions Window

The Database Function contains the following sub-database functions:

3.2.1 Export Data Fields to MS Excel

e Click on Export Data fields to MS Excel button
e The following screen opens
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Export Data Fields to MS Excel

Ewport Data to M5 Excel | Done |

Select a Data T able from the database: |EEEEEs

Clazzes
) - |DisciplinaryRecords
Select checkbox of figlds bo export in 19 E ducators
EducatorSubjectsT aught
EducatorTeachingHours
EducatorTeachinglewvel
Extrabural b’

Select Fields to Export - - -
Sequence of figlds in expaort iz

Hds  Data fields selected for export  .-cording to this list and selection

Field Description

Filters

[~ Gender [ Status
[~ Grade [~ Data‘ear

Clear Filters

Figure 14: Database Functions Window

e Select from the dropdown menu in the screen picture whichever
field you want to export

e The dropdown menu has a list of options not in the screen picture.
Scroll down to see other options

e Select data from list that appears in left column by ticking in
checkbox

e Selected fields pop over to right column

e Click on Export Data to MS Excel button. You will be asked if you
want to view the Spreadsheet now

Do ol wank to wiew the Spreadsheet now?

Figure 15: Database Functions Window

e Select Yes, and Spreadsheet opens

3.2.2 Compacting the Database

Guideline on Security and database function Page 14 of 16



e To compact your databases, click on the Compact the Database
button.

e A user question massage will appear asking you to make sure you
make a copy of your database before you continue.

User Question?

Figure 16: Database Functions Window

e Click on Yes if you have a copy of your database and a massage
box will open informing you that your database has been
compacted and if you want to use the compacted database click on
Yes button.

3.2.3 Microsoft Backup Utility

e Click on Security And Database function on Main Menu
¢ Click on Database Functions
e Click on Microsoft Backup Utility button

User Question? [%|

C:\Program Files\Edusol5amMsiDatal IPELEMGPRIMARYSCHOOL, mdb

E Your database is located in the Following path:
Please select this file ko backup. &re you sure you wank to continue?

Figure 17: Database Functions Window

Read the User Message and click Yes

The page Welcome to the Backup Wizard opens

Click Next

Select Back up Files and Settings. Click Next

Select the option let me choose what to backup and Click Next.
Tick in the little box with the cross next to My Computer

Tick in the little box with the cross next to Local Disk (C :)

Tick in the little box with the cross next to Programme Files

Tick in the little box with the cross next to EdusolSAMS

Under EdusolSAMS, click directly on the yellow Data Folder

On the right screen the school database/s will appear

Tick in the box next to the school name you wish to backup

Click Next

You will be asked the backup destination and name

Browse for the place you wish to send the files to e.g. A-Drive (32
flash drive); or CD-Drive (D :)

Type in the name of the file e.g. 31 Jan2009

e Save
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e This information is confirmed in the specific fields

e Click next button and the click finish button.

e If you are using stiffy disks to backup you will need quite a few. As
each one fills, the user message will inform you when to insert the
next one.

e Please label your disks/CD and store in a safe place
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